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1.1

1.2

1.3

1.4

1.5

1. Preface

Intended Audience

This document is intended for the following audience:
e  Customers

° Partners

Documentation Accessibility

For information about Oracle's commitment to accessibility, visit the Oracle Accessibility Program
website at http://www.oracle.com/pls/topic/lookup?ctx=acc&id=docacc.

Access to Oracle Support

Oracle customers have access to electronic support through My Oracle Support. For information,
visit

http://www.oracle.com/pls/topic/lookup?ctx=acc&id=info or visit

http://www.oracle.com/pls/topic/lookup?ctx=acc&id=trs if you are hearing impaired.

Structure

This manual is organized into the following categories:

Preface gives information on the intended audience. It also describes the overall structure of the
User Manual.

The subsequent chapters describes following details:
e Introduction
o Preferences & Database

e  Configuration / Installation.

Related Information Sources

For more information on Oracle Banking Digital Experience Patchset Release 21.1.3.0.0, refer to
the following documents:

e  Oracle Banking Digital Experience Installation Manuals


http://www.oracle.com/pls/topic/lookup?ctx=acc&id=docacc

Pre-requisite step:

2. Pre-requisite step:

2.1 To create groups and user in IDCS

1. Access your Oracle Identity Cloud Service instance (for example: https://<tenant-base-
url>/uif/vl/adminconsole) and log in with your Identity Domain Administrator credentials.

Glossary of Parameters:

<tenant-name> Tenant name of your IDCS instance

<tenant-base-url> Tenant base URL used to access your IDCS instance

<base-url> Base URL used to access your IDCS instance without tenant
name

2. Click on Add a group button shown below.

— ’, Identity Cloud Service @

Welcome admin@oracle.com Here's what you can do:

Onboarding Users and Groups e Performing Self-Service
Onboarding Applications Diagnostics

| Watch the Video ‘ ‘ Learn More Auditing the System, Users, * Customizing the Service
o ] and Groups ¢ Performing End-User Self
| What's New ‘ Managing Security Settings

Filter by Date Range | Last 30 Days A

190 M 50 & 9 vy

Total Tota Total

Groups

9 0 8 0 0 0

Created Removed Created Removed Created Removed

27 ? 219 3 - =

Teta



Pre-requisite step:

3. Enter the group name and group description for ‘administrator’ as shown below.

Add Group X

Step 1: Groups Details

* P
Mame administrator

Description Acministratar{

User can request access

4. Click Finish. You will get a message ‘Group administrator has been successfully added.’




Pre-requisite step:

5. On Groups screen, click on Create a group button. Enter the group name and group
description for ‘retailuser’ as shown below.

Add Group X

Step 1: Groups Details

* -
Mame retailuser

Description = Retail User

7
User can request access

6. Click Finish. You will get a message ‘Group retailuser has been successfully added.’



Pre-requisite step:

7. On Groups screen, click on Create a group button. Enter the group name and group
description for ‘corporateuser’ as shown below.

Add Group x

Step 1. Groups Details

*
Name corporateuser

Description Corporate User|

Ld
User can I’EC|.IeSt access

8. Click Finish. You will get a message ‘Group corporateuser has been successfully added.’




Pre-requisite step:

9. Click on Add a user button on Dashboard screen as shown below.

= = Identity Cloud Service @

Here's what you can do:

= Onboarding Users and Groups Performing Self-Service

= Onboarding Applications Diagnostics
Auditing the System, Users, Customizing the Service
and Groups Performing End-User Self
Managing Security Settings Service

Filter by Date Range Last 30 Days v

(s}
190 M S0 & 9 ™
otal

Tota Total

Groups e

9 0 8 0 0 0

Created Removed Created Removed Created Removed

D7 ? 218 d S =



Pre-requisite step:

10. On the next screen, enter details of a new user ‘superadmin’ shown below.

Add User X

Step 1: Add User Details

The user name will be used to log in, and the email addrass will be flagged as the primary email address for the user.

* First Name super

* Last Name  admin

* User Name

* - . -
Email | john.doe@domain.com

lUse the email address as the user name

11. Click Next. You will get a list of existing groups in IDCS to which the user ‘superadmin’ can
be assigned. Select group ‘administrator’.



Pre-requisite step:

Add User

Step 2: Assign User to Groups (Optional)

[ Select All

-

(] Admin

!ﬁl_: administrator

(W]} Administrators
(] Anonymaous

(] corporateuser
O Customer

= Onerators

Page 1 of1 (1-8 of & items)

Description

Mew role for PSD2 purpose

Administrator

Administrators

Anonymous

Corporate User

Customer

Onerators

Selected: 1

Clear Selection

-

12. Click Finish. The user ‘superadmin’ will be created and assigned ‘administrator’ group.



2.2

2.3

Install OpenSSL

Eg. [root@obdxohs devops]# yum install openssl*

OAM installation not required

Oracle Access Manager installation is not required for this setup.

Pre-requisite step:

Home



Apply Oracle OPSS SCIM ldentity Store OPatch on Weblogic server

3. Apply Oracle OPSS SCIM Identity Store OPatch on
Weblogic server

1. Download the patch from the below link.

ARU 22260908
2. Extract the zip on weblogic machine.

3. Shutdown Managed and Admin weblogic server.

Glossary of Parameterized path:

oracle-home-path Oracle Home path of Fusion Middleware Application
(Weblogic/OHS)

jre-path Location where jre is installed

local-patch-path Location where relevant patch folder is stored locally. Eg.

Location of 27644158 folder

weblogic-domain- Location where weblogic domain is installed
path

jdk-path Location of JDK

ohs-domain-path Location where OHS domain is installed

4. Run below commands on Weblogic machine.
[devops@obdxwls ~]$ export ORACLE_HOME=<oracle-home-path>

Eg. export ORACLE_HOME=/home/devops/Oracle/Middleware/Oracle_Home/

[devops@obdxwls ~]$ export PATH=$PATH:<oracle-home-path>/OPatch/

Eg. export PATH=$PATH:/home/devops/Oracle/Middleware/Oracle_Home/OPatch/

[devops@obdxwls ~]$ opatch Isinventory -jre <jre-path>

Eg. opatch Isinventory -jre /home/devops/jdk18/jre/


http://aru.us.oracle.com:8080/ARU/ViewPatchRequest/process_form?aru=22260908

Apply Oracle OPSS SCIM ldentity Store OPatch on Weblogic server

[devops@obdxwls ~]$ cd <local-patch-path>

Eg. cd /scratch/obdx/wls/p27644158 122130 Generic/27644158/

[devops@obdxwls 27644158]$ opatch apply

P Bobdwls:/scratch/obdx/wls/Sctup/27644158 X

1:33PM

R

5. Press'y’

P @obdwls:/scratch/obdx/wls/Setup/27644158 x

1:34 PM
10/12/2018 L

g



Apply Oracle OPSS SCIM ldentity Store OPatch on Weblogic server

6. Press'y’

P @obdwwls:/scratch/obdx/wls/Setup/27644158 X

m® O 60 B B S g B

Home



Extending Weblogic Domain to load ‘Oracle OPSS SCIM Identity Store’ template

4. Extending Weblogic Domain to load ‘Oracle OPSS
SCIM Identity Store’ template

1. Run the below commands.
[devops@obdxwls fmwconfig]$ cd <ORACLE-HOME-PATH>/oracle_common/common/bin/

Eg. cd /home/devops/Oracle/Middleware/Oracle_ Home/oracle_common/common/bin/

[devops@obdxwls bin]$ ./wist.sh

[This will take you to Weblogic Server Administration Scripting Shell]

7 ‘Oracle_Home/o X

1
o & m PO 6 qQ B H S = B

2. Run the below commands in wist :
wls:/offline>readDomain("<weblogic-domain-path>")

Eg. readDomain("/home/devops/domain/obdx_domain™)
wls:/offline/obdx_domain>selectTemplate("Oracle OPSS SCIM ldentity Store")
wls:/offline/obdx_domain>loadTemplates()
wlis:/offline/obdx_domain>updateDomain()
wls:/offline/obdx_domain>closeDomain()

wls:/offline/obdx_domain>exit()



Extending Weblogic Domain to load ‘Oracle OPSS SCIM Identity Store’ template

racle/Middleware/Oracle Home/oracle_common/commen/bin X

Wel tin 1 (WLST)

B @obdawls~,
A

m PO 6 e uPk H e

Home



Change JPS configurations

5.Change JPS configurations

1. Add the following to the jps-config.xml at <weblogic-domain-path>/config/fmwconfig/
2. Remove GenericldentityStoreProvider serviceProvider inside <serviceProviders> tag:

e  <serviceProvider
class="oracle.security.jps.internal.idstore.generic.GenericldentityStoreProvider"
name="custom.provider" type="IDENTITY_STORE">
<description>Custom IdStore Provider</description>
</serviceProvider>

3. Remove idstore.custom servicelnstance inside <servicelnstances> tag:

e  <servicelnstance location="dumb" name="idstore.custom" provider="custom.provider">
<description>Custom Identity Store Service Instance</description>
<property name="idstore.type" value="CUSTOM"/>
<property name="ADF_IM_FACTORY_CLASS"
value="com.ofss.sms.dbAuthenticator.providers.db.DBlIdentityStoreFactory"/>
<property name="DATASOURCE_NAME" value="DIGX"/>
</servicelnstance>

Inside the <jpsContext name="default"> tag, if idstore.custom is present, then:

e Change <servicelnstanceRef ref="idstore.custom"/> to <servicelnstanceRef
ref="idstore.scim"/>

Home



Create an OBDX Client Application in IDCS Console

6. Create an OBDX Client Application in IDCS Console

1. Goto IDCS Admin Console - Enter Admin user name and Password.

2. On Applications tab - Click on + sign - Confidential Application

OBDX Client application details in IDCS:

Name Is the OBDX Client Application Name in IDCS. Give a suitable name.

connection_scheme http or https

webserver_host_name | Host name of web server

webserver_port Port of web server

Application URL <connection_scheme>://<webserver host name>:<webserver_port>
Redirect URL <Application URL>/oauth/callback

Primary Audience <Name>

Secondary Audience <Application URL>

@@ Identity Cloud Service x 4 - X

< C @ https//obdx-tenant01.identity.codevO. d uifv1/adminconsok 1=add -« & 00 0@ a8 e :

i ppps [ View Statement 1203 0BDX162 [ Buglia $§ Central JIRA 17.1 Ksupp 17.2 Ksupp QOrigination 181 8182 183 Oracle Live Q) Webex

Add Application

App Catalog Add an application from the Application Catalog.

SAML Application Create an application that supports SAML for Single Sign On.

Create a mobile/single-page application that uses OAuth 2.0. These applications

Mobile Application o o o
cannet maintain the confidentiality of their client secret,

Create a web-server/server-side application that uses OAuth 2.0. These apps

Confidential Application
typically run on a server and can maintain the confidentiality of their client secret,




Create an OBDX Client Application in IDCS Console

W@ dentity Cloud Service

« = c

X+

8 hitpsy/obdx-tenant01.identity.codevd.ocdqadev.com/ui/v1

! Pp o % 000@Qa6 = 6
i Apps [§ ViewStatement [ 1203 [] OBDX162 [} Buglim W CentralRA [ 17.1Ksupp [] 172Ksupp [ Origination [] 18.1&182 [] 183 [] Oraclelive (@ Webex
Ezre] [ ] Next 3
Details Client Resources Web Tier Policy Authorization
App Detalils
* Name  OBDX182Installer
Description
-
Application lcon
Upload
Application URL | http://mum00afd.in.oracle.com:14777
Custom Login URL
Custom Logout URL
@ dentity Cloud Service x o+ - X
& > C @ e tenanto1 /0.0c9gadev.com/ui/v1 op o % 00 006 = | 6 :
S Apps [0 ViewStatement [] 1203 [] OBDK162 [} Buglim % CentralJRA [] 17.1Ksupp [ 172Ksupp [ Origination [] 181&182 [] 183 [] Oraclelive (@ Webex

Upload

Application URL _ http://mum00afd.in.oracle.com:14777
Custom Login URL

Custom Logout URL
Custom Error URL

Linking callback URL

Tags

Add tags to your applications to organize and identify them. A tag censists of a key-value pair.
+ Add Tag

Display Settings

Display in My Apps 0
User can request access @

3. Click Next




Create an OBDX Client Application in IDCS Console

@ Identity Cloud Service X o+ - x
¢ > C anmp tenant01.identity.codevO. d i ] pp o % 00006 = 6 :
5 Apps [} ViewStatement [ 1203 [] OBDX162 [) Buglim W CentralIRA [ 17.1Ksupp [] 172Ksupp [] Origination [] 181&182 [] 183 [} Oradelive (@ Webex
= ‘z Identity Cloud Service @
Add Confidential Application
< Back o) L] Next >
Details Client Resources Web Tier Policy Authorization
® Configure this application as a clientnow O Skip for later
Authorization
Allowed Grant Types (¢ Resource Owner Client Credentials [ JWT Assertion [ SAML2 Assertion ] Refresh Token Authorization Code
O Implicit [ Device Code
Allow non-HTTPS URLs @
* Redirect URL _ http;//mum00afd.in.oracle.com:14777/c
Logout URL
Post Logout Redirect URL
Security [JTrusted Client  Certificate | Import
Allowed QOperations @ ntrospect On behalf Of .

% Identity Cloud Service x  + - X
&« > C @ hips//obdx-tenant01.identity.codev0.ocdgqadev.com/ui/vi i L PP’ o % 0 0 0 Q6 = 6 :
i1 Apps [) ViewStstement [] 1203 [] OBDX162 [ Buglia W CentralJRA [] 171Ksupp [] 17.2Ksupp [] Origination [] 181&182 [] 183 [] Oraclelive (@ Webex

Resource Protected Scope .

No data to display.

Grant the client access to Identity Cloud Service Admin APIs

App Roles Protected

Application Administrator No x

Kerberos Administrator No x

Me No x

Security Administrator No x

User Administrator No x

Signin No X

Self Registration No x

Identity Domain Administrator No x

4. Click Next



Create an OBDX Client Application in IDCS Console

§@ Identity Cloud Service X+ - x
€ > C @ https//obdx-tenant01.identity.c3dev0.oc9gadev.com/ui/v1 L pp o % 0 Q0 0 @ & = 9 H
S5 Apps [J ViewStatement [ 1203 [} 0BDX162 [ Buglim W CentralJRA [] 17.1Ksupp [} 172Ksupp [ Origination [] 181&182 [] 183 [] Oraclelive (@ Webex
Add Confidential Application
< Back Q @) L] Next >
Details Client Resources Web Tier Policy Authorization
Expose APIs to Other Applications
Specify the APIs that need to be protected.
@ Configure this application as a resource server now O Skip for later
Configure application APIs that need to be OAuth protected
Access Token Expiration ' 3,600 V¥ A seconds
Is Refresh Token Allowed [J
Refresh Token Expiration 604,800 seconds
* Primary Audience  OBDX182Installer
Secondary Audiences Add
Secondary Audience Protected
http://mum00afd.in.oracle.com:14777 No x
@ Identity Cloud Service X+ = x
€& > C & hitpsy//obdx-tenant01.identity.c9devD.oc9qadev.com/uifv1 \ PP o % 0 00 QB = 6 :

Apps [} ViewStatement [] 1203 [] 0BDX162 [Y Buglira S CentralJRA [ 17.1ksupp [ 172Ksupp [ Origination [ 181&182 [] 183 [] Oraclelive () Webex

Add Scope

*
Scope | accounts

Description | App will access your accounts

Requires Consent




@ Identity Cloud Service x 4+

Create an OBDX Client Application in IDCS Console

< C @ nttpsy//obdx-tenant0T.identity.cdev0.ocIgadev.com/ui/v1 /adminconsole?root=

[y Buglira
Skip for later

17.1K:

atement 1203 0BDX 16.2

¥ Central JIRA
® Configure this application as a resource server now
Configure application APIs that need to be OAuth protected
Access Token Expiration ' 3,600 ¥ A seconds
Is Refresh Token Allowed
Refresh Token Expiration seconds
" Primary Audience OBDX182Installer
Secondary Audiences

Secondary Audience

http:/fmum00afd.in.oracle.com:14777

d-CustomWebAppT

172 Ksupp Origination

Scopes [ adq
Scope Protected Description

accounts No App will access your accounts
protected No Scope for protected resources
payments No App will make payment on your behalf

5. Go Back to Client tab and Add Scope

@ Identity Cloud Service x 4+

< c

& hitps://obdx-tenant01.identity.cadev0.oc9qadev.com/ui/v1/adminconsole?root=

[ Buglia
Allowed UPEralions g inwrospect

[ View Statement 1203 0BDX 16.2 ¥ Central JIRA 17.1 Ksupp

# On behalf Of

Token Issuance Policy @

Authorized Al
Resources Tagged
® Specific
Resources
+ Add Scope

Resource Protected
OBDX182Installer No
OBDX182Installer No
OBDX182Installer No

Grant the client access to Identity Cloud Service Admin APls

+ Add

d-CustomWebAppT

172 Ksupp Origination

Scope

OBDX182Installeraccounts

OBDX182Installerprotected

OBDX182Installerpayments

6. Note down the name of protected scope above.

- x
mplatel - % 00 0@ a e
18.1&18.2 183 0 Webex
Protected
No x
Requires Consent
true x
false x
true x
- X
mplatel o % 0 0 0 @ @& (2]
18.1&18.2 183 Oracle Live 0 Webex

OBDX_Client_App

allowed_scope_name_of protected_in_

Name of Protected scope. Eg.
OBDX182Installerprotected

7. Next Go to Web Tier Policy tab.



Create an OBDX Client Application in IDCS Console

@ Identity Cloud Service x o+

PP ~ % 00 0Qa= 6:

[ origination [ 181&182 [] 183 [] Oraclelive () Webex

& > C @ hup tenant01.identi 9qadev.com/uijvl

Apps [ ViewsStatement [ 1203 [] 08DX162 [J Buglim S CentralIRA [] 17.1Ksupp [ 17.2 Ksupp

3

=2 Identity Cloud Service @

Add Confidential Application

0] O O L]

Details Client Resources ‘Web Tier Policy Authorization

< Back

Web Tier Policy

Use this page to configure, edit, and validate a web tier policy. Additionally, you can import and export existing policies.

© Configure Web Tier Policy for this application ~ ®  Skip for later

8. Click Next

@ dentity Cloud Serviee x 4+

o % Q0 00 Qa6 :

[l Craclelive Q) Webex

¢ > C & https//obdx-tenant01.identity.c9dev0.oc9gadev.com/uifvl pp
[y Buglira $§ CentralJIRA [] 17.1ksupp [ 172Ksupp [ Origination [, 181&182 [} 183

Apps [ ViewsStatement [] 1203 [] OBDX162

Identity Cloud Service @

=%

Add Confidential Application
o O o) 0 °

< Back
Details Client Resources Web Tier Policy Authorization
Authorization

Enforce Grants as Autherization

9. Click on Finish.

Application Added

Below is the new Client ID and Client Secret for your application.

This information also appears on the Configuration tab in the Details section for
the application.

Client ID

Client Secret




Create an OBDX Client Application in IDCS Console
10. You will get Client ID and Client Secret on successful creation.

Glossary of parameters:

<client_id_of_OBDX_client_in_IDCS> Client ID given above

<client_secret_of OBDX_client_in_IDCS> | Client Secret given above

[=] ZigBank - ZigBank X | G OPatch cannot find a valid oraln: X

M OPatch cannot find avalidoraln: X g Identity Cloud Service | Details X - X
&« C @ htipsy/obdx-tenant01.identity.codev0.oc9gadev.com/ui/vl/adminconsele?root 69 w 0 0 @ a e
i Apps [ View Statement 1203 0BDX162 [} Buglim $ Central JIRA 17.1 Ksupp 172 Ksupp Origination 1818182 183 OracleLive (@) Webex
= 2 Identity Cloud Service

Applications > OBDX182Installer

OBDX182Installer

Activate | 3 Remove
Detsils = Configuration ~ Web TierPolicy ~ Users  Groups

App Details

Application Type Confidential Application
* Name OBDX182Installer

Description

Application lcon m

11. Click on Activate button.

12. Search for created application and go to Groups tab.

i Identity Cloud Service | Groups

& c

+

& https//obdx-tenant01.identity.cSdev0.oc9qadev.com

[ viewstatement [ 1203 [ OBDX 162

[ Buglira Central IRA Wl 17.1ksupp [ 172Kksupp [ Origination W 181 installer
= ‘;, Identity Cloud Service

Applications > OBDX182Installer

OBDX182Installer

@ Deactivate
Details  Configuration ~ Web Tier Policy ~ Users | Groups

Assign

i
No groups are assigned to this application.

13. Click on Assign.



‘obdx-tenant01.identity.c9dev0.oc9gadev.com

B 0BDX162 [J Bug i c

Assign Groups

entral JRA Wl 171Ksupp W 17

-

Admin
administrator
Administrators
All Users
Anonymous
corporateuser
Customer
Operators

retailuser

Page 1 of 1 (1-9 of 9 items)

14. Click Add.

@ https//obdx-tenant01.identity.c3dev0.ocdq:
W 0BDX162 [J Buglira

Applications > OBDX182Installer

ﬁ OBDX182Installer

New role for PSDZ purpose
Administrator

Administrators

A group representing all users.
Anonymous

Corporate User

Customer

Operators

Retail User

com,

Central JRA [l 17.1ksupp W 1

Details  Configuration ~ Web Tier Policy ~ Users | Groups

o O Select All

administrator

corporateuser

retailuser

+ Assign

15. Above groups are added.

supp

W Origination

| ERES

Create an OBDX Client Application in IDCS Console

installer

@ Deactivate

Remove

Home



Configure OPSS IDCS ldentity Store Service

7.Configure OPSS IDCS Identity Store Service

1. Back up jps-config-jse.xml at <weblogic-domain-path>/config/fmwconfig/

Prepare a command property file named opss_idcs_cmd.props

opss_idcs_cmd.props:

command=setldStoreService

jse.only=true
path=<weblogic-domain-path>/config/fmwconfig/jps-config-jse.xml
idstore.type=SCIM
idcs.config.url=https://<tenant-base-url>:443/.well-known/idcs-configuration
oauth.client.identity.domain=<tenant-name>
oauth.client.id=<client id of OBDX client in IDCS>
oauth.client.secret=<client secret of OBDX client in IDCS>
oauth.client.key=

oauth.client.map=

oauth.client.timeout.window=

oauth.client.scope=

scim.client.connect.timeout=

scim.client.read.timeout=

scim.pagesize=

identity.domain=

allowed.identity.domains=

idcs.config.truststore=kss://system/trust

certfile.path=

cert.alias=idcsca

P @obdwl obdi/wls/Setup x

-— INSERT —-

2. Go to <jdk-path>/bin
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Run below command
java —classpath <oracle-home-path>/oracle_common/modules/oracle.jps/jps-manifest.jar

oracle.security.jps.internal.tools.configuration.ldap.LdapServiceEnabler -props <local-path-of-
opss_idcs_cmd.props>

2P @obdiwls:~/jdk18/bin - X

3. To provide cert to SSL connection:
Start the Weblogic Admin server.

Download the IDCS certificate from IDCS My console. ‘https://<tenant-base-url>
/uilvl/myconsole’.

S ZigBank - Zigank X | G OPatch cannot find a valid oraln: X | FB} OPatch cannot find a valid oraln: X g Identity Cloud Service x +

&« c @ https://obdx-tenant01.identity.c9dev0.oc9gadev.com, g o 0O (=] e

(LI JIRA 17.1 Ksupp 17.2 Ksupp Grigination 18160182

General | Detalls | Certification Path

Show:  <All> v
=
Field Value -
Version Vs € £ Certificate Export Wizard
Serial number 053504 cdeB fadf6badbo ...
Signature algorithm sha2SERSA
Signature hash algorithm sha2%s Export Fle Format
Tssuer DigiCert SHA2 Secure Server ... Certificates can be exported in a variety of file formats.
Valid from Thursday, December 7, 2017
Valid to Friday, March 8, 2013 5:30:00.
Shiact * identity rOdewn nclnadey < hd
Select the format you want to use:
(O DER encoded binary X.509 (.CER)
(®) Base-64 encoded X. 509 {.CER)
Copy to File,
o«
Cancel

m PO 6 0o B EH 9 B

%
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4. Login to weblogic Enterprise Manager (EM) and Import this certificate in EM as ‘idcsca’
under kss://system/trust.

[3 obdx_domain (Orecle Weblogic X =+ - be
<« C  © Notsecure | mum00afd:14001/em/faces/: blogic-webLogicDomainHome?typ i get=/Domain_obdx domainfo.. & %t @ O 0 @ B e :
Apps [} View Statement 1203 0BDX162 [} Buglia  CentralJIRA 171 Ksupp 17.2 Ksupp Origination 1818182 183 Oracle Live (@) Webex
ORACLE Enterprise Manager Fusion Middieware Control 12 \WebLogic Domain v weblogic ¥
=== obdx_domain @ Tav v |AuoRefresh Of v
Oct 12, 2018 11:16:54 AM UTC 4)
[E]
en you own the edit session lock. To obtain the lock, click "Lock and Edit” in the Change Center menu.
Wonitoring »
serve  Diagnostics »
on Server
Control »
Name AdminServer
Logs »
Environment ,  Security Realms fe.com
Deployments Security Administration
ClUSt  JDc Data Sources WeD Service Security
Messaging »  Appiication Policies
Cross Component Wiring » ‘Application Roles
=4
Web Services »  System Policies
. ; cpu H
Other Services »  Securty Provider Configuration  juster Machine State Health Listen Port ) Us
sage (%) 1
Deple
Audit Registration and Policy
Adminisiration " Running oK 14001 0.00
Refresh WenLogic Domain Credentials fax_ciuster Hostt Shutdown Unknoun 14003 Unavailable  Unaval
Security > Keystore I v
JNDI Browser Columns Hidden 34 Servers 2012
[) Keystore: obdx domain (Oracle | X 4 = X
< C @ Notsecure | mum00afd:14001/em/faces/as/security/keystor HomeZtyp: 2 2FDomain obdx domai.. o % @ O O @ @ e :
Apps [) View Statement 1203 0BDX162 [} Buglia § CentralJIRA 171 Ksupp 172 Ksupp Origination 18.18:182 183 Oracle Live Q) Webex
ORACLE enterprise Manager Fusion Middevars Control 12c i Weblogic Domain v | weblogic v (===
t- obdx_domain @
== &5 WebLogic Domain ¥ Oct 12, 2018 11:22:38 AM UTC 0

JDomain_obax_domainjobdx_domain > e,

Keystore

The Keystore is & repository of keys and security cerlficates. These are organized info namespaces called “stripes”. To work with a siripe or a keystore, select fs row in the table and select a menu option. On this page you can create a stripe, create a
keystore vithin a siripe, manage cerlficates in a keystore, change a keystore password, or delete a siripe or keystore

View v = Create Stripe  =}= Create Keystore 3¢ Delete oo Manage Change Password
Name Protection

4y system wa
& trust Policy
& demoidentty Password
& castore Policy
& publiccacerts Policy

Py opss wa

2FDomain_obdx_domain%2Fobds_domain#®

mum00afd:14001/em/
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[ Manage Certificates: obdx dom= X =+ - X
€ > C @ Notsecure | mum00afd:14001 y/key nageCert ic_ ~%2FDomainobdxdo.. & % @ QO 0 @ @ = | O
Bpps [1 View Statement 1203 08DX162 [} Buglie Central JIRA 7.1 Ksupp 172 Ksupp Origination 18180182 183 Oracle Live Q) Webex
ORACLE Enterprise Manager Fusion Middewars Control 12 WebLogic Domain v weblogic ¥ ===
-— bdx_domain ©
oct 12, 2018 11:23:22 A uTC 4)

& WebLogic Domain v

IDomain_obdx_domain/obdx_domain > Keystore > Manage Certiicates

Manage Certificates: systemi/trust
To generate a new key pair (public and private key) and wrap the public key into a certificate signed by the Demo CA, click “Generate Keypair”. To generate a Certificate Signing Request (CSR), select a certificate from table and click "Generate CSR".
After you create a CSR, send it to your CA who will verify your identity and return the signed certificate. To import the CA signed certificate or trusted cert, click Import. You can only import the CA-signed certificate into the same keystore from which

the CSR was generated

View v < Generate Keypair Generate CSR | ., Import Export Delete Change Password

Certificate Type ~ Serial Number  Certificate SHA1 Fingerprint Expiration Date
Trusted Certificate  0+64338006409... ¢a 6171506460263 6/ 8301711099d3546a... December 2, 2032
October 25, 2022

Alias Subject Name

democa CN=CertGenCA,OU=FOR TESTING ONLY,0=MyOrganization L=MyTown ST=MyState,C=US

olddemoca  CN=CertGenCAB,OU=FOR TESTING ONLY,0=MyOrganization, L=MyTown ST=MyState, C=US Trusted Certificate  0xf5c82bdfed03.. 185049 a4 1254 78 c7 ba42a7 143e 65 18 a0 04

mumODafd: 14001/em/faces/as/securit

[ Manage Certificates: obdx_dom: X =+
erti =%2FDomainobdxdo.. & % @ O 0 @ B = | O

Origination 181 & 182 183 Oracle Live Q) Webex

€& > C @ Notsecure | mum00afd:14001

Apps [1 View Statement 1203 0BDX162 [} Buglim § Central JIRA 171 Ksupp 172 Ksupp

Import Certificate

Certificate Type  Trusted Cerficate v

* Alias  idcsca

Certificate Source () Paste Cerfiiicate or Ceriificate Chain

Paste Certificate String here

(® Select a file that contains the Cerifiicate or Cerfiiicate Chain

* File Name Choose File containing a valid certificate

Choose File [ idcsca.cer




[ Manage Certificates: obdx_dom: X +

< C @ Notsecure | mum00afd:14001/em/faces/as/securi geCertificate

1203 0BDX 16.2

[ View Statement [y Buglira § Central JIRA 17.1 Ksupp.

Apps
ORACLE Enterprise Manager Fusion Middieware Control 12¢
wss Obdx_domain @
E= [ WebLogic Domain v

@ Information
rusted Certificate imported success|
/Domain_obdx_domain/obdx_domain > Keystore > Mana

Certificates: sy

g

ic_domain&utarget=%2FDomain_obdx_do...

17.2 Ksupp

Crigination

181 & 182

Configure OPSS IDCS Identity Store Service

- x

o % 000@a e
183 Oracle Live () Webex

5 WebLogic Domain ¥ weblogic v -—

oct 12,2018 11:23:22 A uTE &)

El

To generate a new key pair (public and private key) and wrap the public key info a certificate signed by the Demo CA. click "Generate Keypair’. To generate a Certificate Signing Request (CSR), select a certificate Trom table and click "Generate CSR"
After you create a CSR, send t to your CA who will verify your identity and return the signed certificate. To import the CA signed certificate or trusted cert, click Import. You can only import the CA-signed certificate into the same keystore from which

tne CSR was generated

View v <} Generate Keypair Generate CSR o+, Import Export Delete
Alias Subject Name
democa CN=CertGenGA OU=FOR TESTING ONLY,0=MyOrganization L=MyTown ST=MyStats, C=US
olddemoca  CN=CertGenCAB,OU=FOR TESTING ONLY,0=MyOrganization,L=MyTown, ST=MyState C=US
idesca CN=".dentity.codev0.ocoqadev.com, OUi=Oracle BMD SALT-LAKE-CITY,0=Oracle Corporation L=Re.

Change Password

Trusted Certificate

Trusted Certificate
Trusted Certificate

Detach

Serial Number
0%64338066409.

0xf5¢82h0red03. .

0x90b003269€5.

Certificate SHA1 Fingerprint
ca61715b646b263c6 83 b171f099d3546a

Expiration Date
December 2, 2032
October 25, 2022
March 8, 2019

18504984 125478 CTba42a7 143e 675 Tead g4 ...
6181323543 0825e2C0fR2c4MQ126bhadse3

Home
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8. Adding IDCS as an Identity Provider in Weblogic

<«

[ Heome Page - obdx_domain - V

C (® Notsecure

tatement

How do I...

Search the configuration
Use the Change Center
Record WLST scripts

Change Console preferences
Manage Console extensions

Monitor servers

System Status

Retrieving Health Data ..

Failed (0)
Critical (0)
Overloaded (0)

Warning (0)
oK (0)

X+

Imum00afd: 14001/console/console.portal?

nfp

Security Realms

ruel_pagelabel

&

[} Summary of Sec

cC @

[ View Statement

y Realms - o
Not secure

Apps

ORACLE WebLogic Server Administration Console 12¢

Change Center

1203 0BDX162 [ Buglia  Central JIRA 17.1 Ksupp 17.2 Ksup Origination 81&182 183 e (@ Webex
- Domain - Resource Group Templates - WTC Servers -
- Jolt Connection Pools
« Domain Partitions + Resource Groups
= Partition Work Managers = Log Files
=} » Diagnostic Modules
« Deployments « Built-in Diagnostic Modules
- Servers « Diagnostic Images
0 G » Request Performance
= Server Templates « Messaging + Archives
= Migratable Targets = M5 Servers » Context
= Coherance Clusters - = SNMP
» Machines = M5 Modules « Interceptors
=] = Virtual Hosts = Path Services
« Virtual Targets = Bridges
« Work Managers - Data Seurces « Moritoring Dashboard &
= Concurrent Templates » Persistent Stores
« Resource Management « XML Registries
» Startup And Shutdown Classes « XML Entity Caches
= Foreign JNDI Providers
= Work Contexts
= Security Realms * JCOM
o Mal Sessions
o FileTs
.
 05Gi Framewerks
X + = X
mum00afd:14001 % 0 0 S & e :
1203 DX162 [} Buglia § Central JIRA 172 Ksupp Origination 1818182 183 Q Webex
&) Home Log Out Preferences Help = Welcome, webloq»c‘connenad to: obdx_domain
Home > Summary of Security Realms

View changes and restarts

Click the Lock & Editbutton to mody, add or Summary of Security Realms
delete items in this domain.
Lock & Edit
A security realm is 2 container for the mechanisms~including users, groups, security roles, security policies, and security providers--that are used to protect WebLogic resources. You can have multiple active
Reloase Confguralion security realms in a WebLogic Server domain, but only one can be set as the default security realm, which is reserved for domain administrative purposes.
This Security Realms page lists each security realm that has been configured in this WebLogic Server domain. Click the name of the realm to explore and configure that realm.
Domain Structure
obdx_domain
-Domain Partitions P Customize this table
BH-Envi .
renmen Realms (Filtered - More Columns Exist)
~Deployments
~Services Giick the Lock & Edit button in the Change Center to activate all the buttons on this page.
~Security Realms
B~ Interoperability New| [Delete Showing 1to 1 of L Previous | Next
- Diagnostics
‘ Name & ‘ Default Realm ‘
[ [rresn [ime |
New| [Delete Showing 1to 1 of L Previous | Next
Howdo L. a
« Configure new security realms
« Enable automatic realm restart
+ Delete security realms
« Change the default security reaim
System Status a
Health of Running Servers as of 11:14 AM

i e
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[ Settings for myrealm - obdx dor X =+ - X
<« C @ Notsecure | mum00afd:14001/console/console portal?_nfpb=true8l_pageLabel=RealmprovidersTabPage8handle=com.bea.consolehandlesSe.. % @ O 0 @ @ e :
B Apps [ ViewStatement 1203 08DX162 [) Buglim ¢ Central JIRA 7.1 Ksupp 172 Ksupp Origination 1818182 183 Cracle Live Q) Webex

ORACLE WesLogie Sever amsrton carson 2 B o}
Change Center & Home Log Out Preferences (& Record Help Q Welcome, weblogic |Cumvezled to: obdx_domain
View changes and restarts Home >Summary of Security Realms >myreaim >Providers
o pending changes exist. Click the Release Settings for myrealm
Canfiguration button to allow others to edit the
domain, Canfiguration | Users and Groups | Roles and Folicies | Credential Mappings | Providers | Migration
ILocKBIEN Authentication | Password Validation | Authorization | Adjudication | Role Happing | Auditing | Credential Mapping | Certfication Path
Release Configuration
Domain Structure. An Authentication provider allovs WebLogic Server to establish trust by validating a user, You must have one Authentication provider in a security realm, and you can configure muliple Authentication providers in
a security realm. Different types of Authentication providers are designed te access different data stores, such as LDAP servers or DBMS.
obdx_domain
-Domain Partitions
P Customize this table
Authentication Providers
Securty Realms
BT~ Interoperability | New | |Delete | || Reorder Showing 1to 5 of 5 Previous | Next
EH-Diagnostics.
Name Description
¥ | DBAuthenticator OBDX - DB Authenticator
@) | sqLAuth Provider that performs DBMS authentication
OBDXIWT OBDX Identity Assertion Provider (JWT and OAuth) 18.2.0.2.0,344
How do L a DefaultAuthenticator ‘Weblogic Authentication Provider 10
DefaultldentityAsserter WebLogic Identity Assertion provider 1.0
«+ Configure authentication and identity
assertion providers New | |Delete | || Reorder showing 1t0 5 of 5 Previous | Mext
+ Configure the Password Validation provider
+ Manage securty providers
+ Setthe JAAS cantrol flag
+ Re-order authentication providers
Sustam Statue. Al T
[ Delete Authentication Providers X = = - X
&< C @ Notsecure | mum00afd:14001/console/cansole portal?SecurityProvidersDeleteAtnPortletretumTo=RealmprovidersTabPage&SecurityReaimAut.. %t @ O 0 @ @ e :
Apps [ View Statement 1203 ©0BDX162 [} Buglia § Central JIRA 171 Ksupp 172 Ksupp Origination 1818182 183 Oracle Live Q) Webex
ORACLE WebLogie sever Aanwisesion corso 12 B o
Change Center @ Home Log Out Preferences (& Record Help Q Welcome, weblogic |Canmcdnd to: obdx_domain
View changes and restarts Hams »Summary of Secunty Resims > myresim >Providars
N pending changes exist. Click the Release e e e
Configuration button to allow others to edit the
Yes| [No
Lock & Edit Delete
Release Configuration

—_— Are you sure you want to delete the following items?
Domain Structure + DBAuthenticator
obdx_domain * SQuAuth

-Domain Pertitions

Environment tes Moy

Deployments

-ervices
- Security Realms
B} Interoperability

- Diagnostics

How do L. a
+ Delete scurity providers
+ Configure authentication and identity
assertion providers
System Status a
Health of Running Servers as of 11:26 AM
Failed (0) -

5. Delete DBAuthenticator and SQLAuth from the list of Authenticator Providers.
6. Create a New Provider.

e Name : IDCSAuthenticator

e  Type : OracleldentityCloudIntegrator
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[} Create a New Authentication Prc. X +

= X
<« C @ Notsecure | mum00afd:14001/console/console portal?_nfpb=true8_pagelabel=SecurityProvidersCreateAtn ¥ 00 0 Qo e

[ View Statement 1203 [ Buglia Central JIRA 17.1 Ksupp 172 Ksupp Qrigination 181& 182 183 Q Webex
ORACLE WebLogic Sever tmaistaion Corso 12 B o}
Change Center @ Home Log Out Preferences [&] Record Help Welcome, wd)logic‘conneneﬂ to: obdx_domain
e errarts Home >Summary of Securty Reaims >myreaim >Providers
Pending changes exist. They must be activated Create a New Authentication Provider
to take effect

« Activale Changes hok | Wcancel|
Undo All Changes (Create a new Authentication Provider

The following properties il be used to identify your new Authentication Provider.
= Indicates required ficlds

Domain Structure
obdx_domain
~Domain Partitions
Environment The name of the authentication provider.
Deployments
“Senvices “Name: IDCSAuthenticator
Security Realms.
Interoperability

-Diagnostics This is the type of authentication provider you wish to create.
Type: OracleldentityCloudintegrator v
OK Cancel
How do L. =)
* Manage security providers
» Configure authentication and identity
assertion providers
System Status =

Health of Running Servers as of 11:26 AM

Falled (0)
Criical (0)

7. IDCSAuthenticator > Configurations > Common
e  Control Flag: SUFFICIENT
e Active Types:

i. Available: Idcs_user_assertion

. Chosen: idcs_user_assertion, Authorization, IDCS_REMOTE_USER,
REMOTE_USER

[y AuthenticatorBook - obdx domz X = =+

&« C' @ Notsecure | mum00afd:14001/console/console.portal?_nfpb=true8 pagelabel=AuthenticatorConfigCommonTabPage&handle=com.bea.cons.. ¥ @ O O @ @ e :
Q w

ORACLE webLogie sevar s cons 2 B o

[ View Statement 120,

0BDX162 [ Buglim § Central JIRA

17.2 Ksupp Origination AR S

ex

Change Center @ Home Log Out Preferences [&4] Record Help Q Welcome, weblogic ‘ Connected to: obdx_domain
e re Home >Summary of Security Realms >myrealm >Providers >myreaim >Providers >IDCSAuthenticator
No pending changes exist. Click the Release Settings for IDCSAuthenticator
Configuration button to allow others to cdit the
domain. Configuration
Lock & Edit

Common | Provider Speciic
Release Configuration

Save
Domain Structure
obdx_domain Use this page to define the common configuration of this Oracle Identity Cloud Integrator Provider,
-Domain Partitions
Environment
Deployments @g Name: IDCSAuthenticator The name of this Oracle Identity Cloud Integrator Provider. More Info...
-Services
Security Realms. ] Description: Provider that performs identity assertion for Oracle Identity Cloud Service tokens A short description of this Oracle Identity Cloud Integrator Provider. More Info..
Interoperability
~Diagnostics 5] version: 10 ‘The version number of this Oracle Identity Cloud Integrator Provider. More Info...
4] Control Flag: SUFFICIENT v Specifies how this Oracle Identity Cloud Integrator provider fits into the login
sequence. More Info.
5] Active Types: The token type this Oracle Identity Cloud Integrator provider uses for
Available: Chosen: authentication. More Info...
U =) Ides_user_assertion idcs_user_assertion
@ Authorization

* Configure authentication and identity
assertion providers » REMOTE_USER

« Configure the Passuord Validation provider

« Set the JAAS control flag e
- Manage security providers
System Status =}
. - B - 45 Racefd Necading Reaired: falen. h

Netormines whather tha canusst header valuz or cankie ualis mict he Aacsfd
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8. IDCSAuthenticator > Configurations > Provider Specific
e Port: 443
e Tenant Names: <tenant_name>
e  SSLEnabled: True
e  Client IDResource Attribute: client_id

° Client Id: <client_ID_of OBDX client in IDCS>

° Client Tenant: <tenant_name>
e Tenant: <tenant name>
° Host: <base-url>

° Client Secret: <client _secret of OBDX client_in_IDCS>

[) AuthenticatorBook - obdx dom= X 4 = X

< C  ® Notsecure | mum0Qafd:14

[ View Statement 1203 0BDX162 [} Buglia  Central JRA Orad
No pending changes exist. Click the Release S TS AR T T <
Configuration button to allow others to edit the
domain. Configuration

Lock & Edit Common | Provider Specific

Release Configuration
—ed | Save

Domain Structure “This page allows you to configure additional attributes for this security provider,

obcx_domain )
-Domain Partitons Comnection
- Environment Host: identity.c9dev0_oc9gadsv. cor The host name used to connect to the Oracle Identity Cloud Service,  More Info...
~Deployments
-Services
~Security Reams Port: 3 The port number used to connect to the Oracle Identity Cloud Service. More Info
nteroperabilty
-Diagnostics
| sstEnabled Specifies whether the TLS/SSL protocolis used when connecting to the Oradle
dentity Cloud Service. More Info
Tenant “The name of the primary tenant where users and groups reside from the Oradie
obdx-tenant01 o ’ areup:
1dentity Cloud Service. When the primary tenant is not configured, the user
authentication processing must identfy the tenant name. - More Info
How do L. 2| Client1d: ce17bedesbagddidbczelbe The Client 1d used when refrieving tokens from the Oracle Identity Cloud
- Service. - More Info.
+ Configure authentiation and identity
aszertion providers Client Secret The Client secret used when retreving tokens from the Grade dentty Cloud
+ et the JAAS control flag senvice. Mare Inf..

+ Manage secuity providers .
Confirm Client Secret:

System Status a
Client Tenant: obdx-tenant1 The tenant in which the Client 1d resides from the Oracle Identty Cloud Service.

‘When no client tenant name is configured, the tenant configured for the provider is
used. More Info.

Health of Running Servers as of 11:33 AM

I Failed (0)

[ Critical (0)
Overleaded (0)

Caching

| Cache Enabled Specifies whether to cache the Orade Identity Cloud Service user's
9 (0) information. ~ More Info...




[ AuthenticatorBook - obdx_dom: X

< C @ Notsecure

9. Reorder IDCSAuthenticator to the top of all providers.

[} Reorder Authentication Provider X

< C @ Notsecure

[ View Statement 1203

Ap

mum00afd:14001/console/console.po

[ View Statement 1203

mum00afd:14001/

Es
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handle=c.. o ¥ O O (-] e
0BDX162 [ Buglira Central JIRA 17.1 Ksupp Ksupp Origination 818182 183 Oracle Live O Webex
4
General

Connect Timeout: 300 The maximum time to wat, in seconds, for the connection to the Oracle Identity
Cloud Service to be established. More Info...

Response Read Timeout: 60 The maximum time to wait, in seconds, for a response from the Oracle Identity
Cloud Service. More Info..

User Authentication Assertion Attribute: Usex User Authentication and Assertion. The default value results in the use of

the attribute configured by the Oracle Identity Cloud Service. More Inf

User Name Resource Attribute: userName SCIM User resource type attribute that specifes the name of the user. More Info...
User ID Resource Attribute: W SCIM User resource type attribute that species the ID (GUID) of the user. More

Infou..

Client ID Resource Attribute: Used for Client ID App Assertion. The default value results in the use of the attribute

ured by the Oracle Identity Cloud Service. More Info.

Tenant Header Names: The names of HTTP headers sent on requests to the Orade Identity Cloud Service
[X-USER-IDENTITY-SERVICE-GUID that are used to determine the tenancy during authentication. Mre I
X-USER-IDENTITY-DOMAIN-NAME
X-RESQURCE-IDENTITY-SERVICE-GUID
X-RESQURCE-IDENTITY-DOMAIN-NAME

4
Application Name Filter Header Name: X RESOURCE.SERVICE.] The name of the HTTP header used to determine the application name applied when
filtering the authentication and assertion requests to the Oradle Identity Cloud
Service. When no value is supplied or can be determined, requests are not filtered
by an application. ~ More Info...
Token Validation

Token Validation Level NORMAL v The level of validation performed on Oracle Identty Cloud Service tokens passed to

the Identity Asserter. lid values areFULL, NORMAL, SIGNATURE ai lore

+

OBDX 16.

ORACLE webLogic Server Administration Console 12¢

Change Center
View changes and restarts

Pending changes exist. They must be activated
to take effect.

& Aclivate Changes

Undo All Changes

Domain Structure

obdx_domain
~Domain Parti

nvironment
Deployments
Services

Security Realms
Interoperabilty
~Diagnosties

How do I... =]

o Re-order authent

on providers
+ et the JAAS control flag

System Status El
Health of Running Servers as of 11:44 AM

Failed (0)
Ciitical (0)
-

varinariad fo)

W Central JIRA

vidersAtnReorderPortletreturnTo=Realm

17.1 Ksi

17.2 Ksu

Originati

@ Home Log Out Preferences [&] Record Help

Welcome, w:blogicl Connected to: obdx_domain

Home >Summary of Security Realms >myrealm >Providers >myrealm >Providers >IDCSAuthenticator >Providers >IDCSAuthenticator >Providers
Reorder Authentication Providers
OK Cancel
Reorder Authentication Providers
You can reorder your Authentication Providers using the it below. By reardering Authentication Providers, you can alter the authentication sequence.
Select authenticator(s) in the list and use arrovs to move them up and dou in the lst.

4] Authentication Providers:

Available:
0BDXIWT N
DefaultAuthenticator -
DefaultldentityAsserter -
-
b4

oK | || Cancel
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[ Settings for myrealm -obdhedor X + - X
& C @ Notsecure | mum00afd:14001/console/console.portal?_nfpb=truedl_pagelabel=RealmauthenticatorTabPage # 0 0 0 @ 6 e :
H Apps [Y View Ststement 1203 0BDX162 [} Buglia @ Central JRA 7.1 Ksupp 172 Ksupp Origination 1818182 183 Oraclelive (@) Webex
ORACLE' WebLogic Server Administration Console 12¢ =
Change Center @ Home Log Out Preferences & Record Help | % Welcome, weblogic ‘ Connected to: obdx_doma
R e Home >Summsry of Security Reslms >myresim >Providers >myrealm >Providers >IDCSAuthenticator >Broviders >IDCSAuthenticator >Providers

Messages
Ciick the Lock & Edit buttan to modfy, add or
delete frems in this domain. PRl changes have 2d. However 1 items must be restarted for the changes to take effect)
Lock Edil Settings for myrealm
Release Configuration
g Configuration | Users and Groups | Roles and Poliies | Credential Mappings | Providers | Migration
Domain Structure Authentication | Password Validation | Authorization | Adjudicaton | Role Mapping | Audting | Credential Mapping | Certfication Path
obdx_domain
~Domain Partitions
An Authentication provider allows WebLogic Server to establish trust by validating a user. You must have one Authentication provider in a security realm, and you can configure multiple Authentication providers in
a seaurity realm. Different types of Authentication providers are designed to access different data stores, such as LDAP servers or DBMS.
~-Security Realms o
- Interoperabiity ¥ Customize this table
“Diagnostics Authentication Providers
Click the Lock & Editbutton in the Change Center to actvate all the buttons on this page.
MNew | | Delete Reorder Showing 1to 4 of 4 Previous | Next
Name Description Version
How do I... a
IDCsAuthenticator Provider that performs identity assertion for Oracle Identity Cloud Service tokens 0
« Configure authentication and identity OBDXIWT OBDX Identity Assertion Provider (IWT and OAuth) 18.2.0.2.0,344
assertion providers
« Configure the Password Validation provider DefaultAuthenticator WebLogic Authentication Provider Lo
« Manage security providers DefaultldentityAsserter WebLogic Identity Assertion provider 1.0
* Setthe JAAS control flag New| [Detete | [ Reorder Showing 1to 4 of 4 Previous | Next
« Re-order authentication providers

System Status

Home
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9.1

9. Application Server Changes

Add argument to Managed server

fier

[ Settings for BDX_MS1 - abd

<«

C @ Notsecure

x

mum00afd:14001

+

Dweblogic.security.SSL.hostnameVerifier=weblogic.security.utils. SSLWLSWildcardHostnameVeri

handle=com.bea

[} View Statement 1203 OBDX 16 Origination 1818182 183 Oracle e @
: Sarong T SCrT o T
security Realms B
ntzroparabity Java Vendor: The Java Vendor value to use when starting this server.  More Info..
Diagnostics

BEA Home: The BEA home directory (path on the machine running Node Manager) to use when
starting thi server. More Info.

Root Directory The directory that ths server uses s its root directory. This directory must be on
the computer that hasts Node Manager. If you do not specify a Root Dircctory value,
the domain directory s used by defauk. HMore Info...

HowdoTL... El

Confoure st o anaged Class path: The dasspath (path on the machine running Node Manager) to use when starting
« Configure startup arguments for Manage ==t

o P < fscratch/obdx/uls/config this server. More Info.
o Start Managed Servers from the

Administration Console
« Shut dosn a server instance

4

System Status El

ot . Arguments: The arguments to use when starting this server.  More Info..
e -Dfcat.ivm.id=1 -Xms2560m -Xmx256em -XX 1z2-650m -XX;:Vaxliewsize-64en -
I Faled (0) Dcom. sun.xml. internal.us. transport .http. cliznt . HetpTransportPipe. dump=true -
I Gitical ,Ql‘ Deom. sun.xml.internal.us. transpert.htto. ~dump= -

o Dcom. sun.xml.us . transport. htte. client . HetoTransoortPioe. dunp=true -
Overloaded (0) Deom. sun. xml.yis . transpers . htt -dump=true -
[ Warning (0) Dcom. sun.xml.us.transport.htt -dumpTreshold-999999 -Xdebug -Xnoagent
N ok (1) “Xrunidup:transpert-dt socket,serv 4343, suspend=n -
Dueblogic. security,SSL. ieblogic. security.utils. SSLWLSHildcardHos
Snameverifier
P

User Name:

Re—

‘The security policy file (directory and filename on the machine running Node
Manager) to use when starting this server. More Inf

The user name to use when booting this server. More Info,

The nasswnrd of the usamam

1524 to haot the aner and nad

<orvar health



9.2

Application Server Changes

Managed Server Start Configurations

1. Goto Home > Summary of Clusters > obdx_cluster > Configuration Tab > General Tab >

2. Expand Advanced Section.

3. Setthe Value of WebLogic Plug-In Enabled to yes.

[ Settings for obdx_cluster - obdx X

< c

[ View Statement

View changes and restarts

No pending changes exist. Click the Release
Configuration button to allow others to edit the
domain.

Lock & Edit

Release Configuration

Domain Structure
obdx_domain
~Domain Partitions
Eb-Environment

“~Coherence Clustars
Resource Groups

esource Group Templates
Machines

Virtual Hosts

firtual Targets

Work Managers
Concurrent Templates

- Resquice Mananement.

@ Not secure | mum00afd:14001 fconsole/console portal?_nfpb=trued_pageLabel=CoreClusterClusterConfigGeneralPage&CoreClusterClusterCo...

How do L. =]

+ Configure dusters
» Assign server instances to clusters
+ Configure server migration in a cluster

+ Configure eross-dluster replication

System Status a
Health of Running Servers as of

Failed ()
Critical (0)
Qverloaded (0)

+ —

* 0 00 @ana e :

0BDX 1 [ suglia § Central JRA 17.1 Ksupp 172 Ksupp Origination 181818, 183 ve (Q Webex
Home >Summary of Servers >Summary of Deployments >comof ligx.connector.rar >Roles >Summary of Serw 0B ! of Clusters >abdx_d -
Settings for obdx_cluster

Configuration = Monitoring | Control = Deployments | Services = MNotes

General | JTA | Messaging | Servers | Replication | Migration | Singleton Services | Scheduling | Overload | Health Monitoring | HTTP | Coherence

Save

“This page allows you to define the general settings for this dluster.

Name: obdx_cluster The name of this configuration. WebLogic Server uses an MBean to implement and
persist the configuration. More Info.

] Default Load Algorithm: round-robin v Defines the agorithm to be used for load-balancing between replicated services if
none is specified for a particular service. The round-robin algorithr cycles though a
list of Weblogic Server instances in order. Weight-based load balancing improves on
the round-rabin algorithm by taking into account  pre-assigned weight for each
server. Inrandom load balancing, requests are routed to servers at random. More

) Cluster Address: The address that forms a portion of the URL a dlient uses to connect to this duster,
and that is used for generating EJ8 handles and entity EJB failover addresses. (This
address may be cither a DNS host name that maps to multiple IP addresses or a
comma-separated list of single address host names or IP addresses.) More Info...

@ Number Of Servers In Cluster Address: 3 Number of servers to be listed from this cluster when generating a duster address
automatically. This setting has no effect if Cluster Address is explicitly set. More
IF enabled, a server's transaction requests go to servers in the duster that are
alrzady participating in the global transaction. More Info...

4] Enable Concurrent Single Activation Spedifies whether to allow the concurrent activation, deactivation, or restart of two
or more singleton services. More Info...
 Advanced

WebLogic Plug-In Enabled: Spedifies if this cluster will receive requests from 2 praxy plug-in or

HitpClusterSenvlet. More Info... -

Home



Change in Weblogic Deployments

10. Change in Weblogic Deployments

10.1 Creating a Connection in Connector ear

1. Start the managed server if it is down.

2. Summary of Deployments > com.ofss.digx.connector.rar > Security > Outbound Credential

Mappings

x

[3 Summary of Deployments -

<

C  ® Notsecure

[ View Statement 1203

+

mum00afd:14001/console/console.portal?_pageL abel=AppDeploymentsControlPage8_nfpb=true

08DX162 [} Buglia § CentralJiRA Ksupp 172 Ksupp

Origination

ppDeploymentsControlPortl

183

— . . — o G cluster [ A
System Status =] df oracle.d e he.httpcore(1.0,12.2.1.3.0) Active Lbrary | AdminServer, | gop oy 100
tl obdx_cluster
Health of Running Servers as of N ad
df.cracie.domain.webapp. apache httpmime(1.0,12.2,1.3.0) Active Library minServer, | qlopal 100
[ E— ) obdx_cluster
Crtical (0) df.oracle.d web 1.0,12.2.1.3.0) z AdminServer,
‘ ') Active Ubrary | erter | Global 100
Overloaded (0)
[ Waming(0) . oracle.domain.webapp.batik-bundle(1.0,12.2,1.3.0) Active Ubrary | Adminserver, | 100
— o) obdx_cluster
df. fe.d web (1.0,1 1.3.0) " AdminServer,
(5] Active Lbran | b uster | G003 100
df. Je.d web. |-apis 13.0) A Adminsarver,
Active Ubrary | SERPSECTET | bl 100
7 AudtHDBEAR. Hew E:;ﬁg“fjn obdx_cluster | Global 100
= BatchResourceAdapter New zt;h’(“a’:;n obd_cluster | Global 100
coherence-transaction-rar Resource | AdminServer,
@ e | OK | pugrer | obae_clusar | S0 e
) £y com.ofss.dig.app. connector New z;‘h’(ﬂa’::n obdx_eluster | Global 100
E Modules
ofss. digpx.connector. Resource
feom-ofs dox comecor Saper
(= E3Bs
None to display
(=] Web Services
None to display
—ows & . We AdminServer,
13015 Applicaton (12.2.1.1.0) s ok | ey | Global 5
5 Active | % 0K z;‘h’(ﬂa’::n Adminserver | Global 400
i emagentsdkimplory_jar(12.4,12.1.0.4.0) Active Ubrary | AdminServer | Global 100 .
[@ Settings f; fss.digeeconne: X 4 - X
<« @ @ Notsecure | mum00afd:14001/console/console.portal?_nfpb=true@_pagelabel=ConnectorModuleSecurityCredentialMapPage&handle=com... ¥ @ O O @ A e :

$H Apps [ View Statement

1203

OBDX 1

M e 171 Ksy 17.2 Ksu

ra  § Central JRA

ORACLE webLogic Server Administration Console 12¢

Change Center
View changes and restarts

Click the Lock & Edit button to medify, add or
delete items in this domain

Lock & Edit

Release Configuration

Domain Structure
obdx_domain
~Domain Par
Environment
Deployments
Services
Security Realms
Interoperability
~Diagnostics

ions

How do I... =]

« Create outbound credential mappings

+ Delete outbound credential mappings

System Status B
Health of Running Servers as of 2:12 PM

Failed (0)
Critical (0)
———

Ouarlaadad ()

3. Click New

@ Home Log Out Preferences [da] Record Help

nector.rar >Roles

Home >Summary of Servers >Summary of Deployments >com.ofss.digx.ci
Settings for com.ofss.digx.connector.rar

Overview | Configuration | Security | Control | Testing | Monitoring

Foles | Policies | Outbound Credential Mappings | Inbound Pringipal Mapy

s | Principals

Outbound credential mappings let you map WebLogic Server usemnames to usernames in the Enterprise Information System (EIS) o which you want to connect using a resource adapter. You can use default
cutbound credential mappings for all outbound connection pools in the resource adapter, or specfy particular outbound credential mappings for individual connection pools. This page contains the table of

outbound credential mappings for this resource adapter.

B Customize this table

Outbound Credential Mappings

Origination

1818182

Welcome, weblogic ‘ Connected to: obdx_domain

New| |Delete Showing 1101 0f 1 Previous | Next
‘ WLS User &5 ‘ EIS User ‘ ‘Qutbound Connection Pool ‘
‘ ‘ Defaul: ‘ AES_KEY ‘ ra/DIGHConnectorAES ‘
New | [ Delete Showing 110 10f 1 Previous | Next




[ Create a New Security Credentia X

< C @ Notsecure | mum00afd:14001/console/console.portal?ConnectorCreateS

[@ View Statement 1203

+

O Buglina

ORACLE WebLogic Server Administration Console 12¢

Change Center
View changes and restarts
Click the Lock & £dit button to modify, add o
delete items in this domain,
Lock & Edit

Release Configuration

Domain Structure

obdx_domain
~Damain Partitions
B} Environment
~Deployments
“senvices
~~Security Realms
B Interoperability
~Diagnostics

How do 1. B

+ Create outbound credential mappings

@ Home Log Out Preferences [2] Record Help

Central JIR 17.1 Ksupp

17.2 Ksupp Origination 1818182 183

curityCredentialPortletreturnTo=ConnectorModuleSecurityCredentia..

Change in Weblogic Deployments

# 000 Qa 0
ve Q) Webex

QU

Home »Summary of Servers >Summary of Depleyments > com.ofes. digx connactor.rar > Relas

Create a New Security Credential Happing
Bck] (mexi] | [Fiish] | | Cancel

©outbound Connection Pool

Which Qutbound Connection Pool would you like the credential map te be associated with? Selecting Resource Adapter Default will configure the credential mapping for all Qutbound Connection Poals in this

resource adapter. Each Outbound Connection Foal can then configure themselves to overide these credentals.

b Customize this table

Create a New Security Credential Map Entry for:

Welcome, weblogic ‘ Connected to: obdx_domain

Shaving 1 t0 10 of 12_Previous | Next

©outbound Connection Pool

ra/DIGXComnectorkES

ra/DIGXConnectorkPNS

ra/DIGXConnectorBIREPORTS

ra/DIGXConnectorFCM

ra/DIGXConnectorFILEVPLOAD

ra/DIGXConnectorGENERICREST

[#] | ra/DIGXConnectorlDCS

System Status =t

Health of Running Servers as of 2:12 PH

[ Fakdd)

‘Warnina (0}

4. Click Next

[Q Create a New Security Credenti= X =+
< C @ Notsecure | mum00afd:14001/console/consele.portal?ConnectorCreateSecurityCredentialPortlet_actionOverride=/com/bea/console/actions/
[} View Statement 1203 ©0BDX162 [} Buglie W Central) 17.1 ks 17.2 Ksu Origination 1818182 183

ra/DIGXConnector]PM_OBDX_BU

ra/DIGXConnectorIPM_OBDX_BU1

ra/DIGXConnector ] WTOKEN

Back| |Next ‘F\r\lsh ‘Camel

ORACLE webLogic Server Administration Console 12¢

Change Center
View changes and restarts

Click the Lock & £dlt bution to modify, add or
delte items in this domain.

Lock & Edit

Release Configuration

Domain Structure
obdx_domain
~Domain Partitions
B-Environment
~Deployments
“senvices
~Secuity Realms
B Interoperability
Diagnostics

How do ... =]

+ Create outbound credential mappings

System Status =]
Health of Running Servers as of 2:14 PM
Failed (0)
Critical (0)

[ Overaded(0)
Warning (0)

5. Click Next

@ Home Log Out Preferences @] Record Help

Home >Summary of Servers >Summary of Deployments > cam.ofss.digx.connector.rar >Roles

Create a New Security Credential Mapping
Back | Next ‘ Finish ‘ Cancel

WeblLogic Server User

Select the WebLogic Server user that you would like to map an EIS user to. Selecting 'User for creating initial connections' will configure the user that vill be used for creating the initial connections vih
resource adapter is first started., Selecting Default User will configure the user that will be used as the default o
them. Selecting User for unauthenticated user’ will configure the user that wil be used for an unauthenticated WebLogic Server user. If you select ‘Configured User you must type in the WebLogic Server user

that you are configuring. This user must be a configured WebLogic Server user.

User for creating initial connections

® Default User
Unauthenticated WLS User
Configured User Name

Weblogic Server User Name:

Back| [MNext ‘F\r\lsh ‘Camel

en
r any authenticated WebLogic Server user that does not have 2 credential mapping sne:\ﬁca\ly for

Showing 1to 10 of 12 Previous | Next

Welcome, weblogic ‘ Connected to: obdx_domain

6. Create a new Security Credential Mapping —

° Outbound Connection Pool:

ra/DIGXConnectorIDCS

e WebLogic Server User: Default

° EIS User Name: <client id of OBDX client in

° EIS Password: <client secret of OBDX client in

IDCS>

IDCS>




[ Create a New Security Credentiz. X 4

< C @ Notsecure | mum00afd:14001/consolefconsole.portal?ConnectorCreateSecurityCredentialPortlet_actionOverride=/com/bea/console,

Apps [) View Statement 1203 0BDX162 [} Buglia § CentralJIRA 171 Ksupp 172 Ksupp Origination

ORACLE' webLogic Server Administration Censole 12¢

Change Center @ Home Log Out Preferences [&] Record Help

e et Hama >Summary of Servers >Summary of Deployments >com,ofss.digx.connector.rar >Roles

Click the Lock & Edifbutton to modify, add or
delete ftems in this domain.

Create a New Security Credential Mapping

k] (] | i |t

Release Configuration EIS User Name and Password

Domain Structure Configure the EIS User Name and Password that you would like to map the WebLogic Server User to:

* Indicates required fields

obdx_domain
-Domain Partiions

BF-Environment Enter the EIS User Name:
~Deployments
-Services * EIS User Name:

ce17bcdeebadddfdbe21e1bE

Security Realms
Interoperability

Enter the EIS Password:

Diagnostics
* EIS Password:
* Confirm Password::
— o) | (Bl ] [ | e

181 &182

Change in Weblogic Deployments

o %t @ 00 Qa

183 Oracle Live Q) Webex

Welcome, weblogic ‘ Connected to: obdx_domain

+ Create outhound credential mappings

System Status =]
Health of Running Servers as of 2:15 PM
I Rk

Critical (0)

[ Overloaded (o)
Warning (0)

7. Click Finish

a. Delete obdx.app.rest.idm.ear and install deployment obdx.app.rest.ear from
<Installer_Path>\OBDX_Patch_Installer\installables\app\components\obdx\deploy\obdx.a

pp.rest.ear in Installer.zip.

[3 Summary of Deployments - obd. X 4

< c

@ Notsecure | mum00afd:14001/console/console portal?_nfpb=trueé. pagelabel=

\ppDeploymentsControlPage&AppDeploymentsControl...

B x* 000@a

= Apps [) View Statement 1203 0BDX162 [3 Buglim § Central JIRA 17.1 Ksupp 72 Ksupg oy i A v x live Q@ Weber
[ [y 1 [} &
0 | gfzo1000.2:25) active Ubrory | AdmServen | il 100 ]
0 | wystie21200) Active Ubrary ﬁsg‘x‘flifs‘;; Global 100
0 | aplogtitantt3,2.2.15) Active Uibrary | AdminServer | Global 100
)| iy obexapp.core. domain(1.2.0.2.0,359) Active Library Ss;“gfli’s‘gp Global [}
[ | pyobecapp.core.patch(18.2.0.2.0,359) Active Ubrary ﬁsg‘x‘fli’s‘;; Global o
] | gpyobeeavp. domain18.2.0.2.0,359) Active Ubrary :‘sg‘x‘fﬂ;‘g Global 0
) | g obexapp.ramenork(18.2.0.2.0,356) Active Wrary | AAmSeven | lobat 0
0 | @ g obéxapp.md.report New z;’(“a’::n obdx_cluster | Global 100
| & g obdx.ap Ekidm New E:‘;I((“;f:n obdx_cluster | Global 100
(| & pgyobde.app.sozp New e, | b custer | Gobal 100 | |
0 | & g obdr.app.tmer New z;’c“a’::n obdx_cluster | Global 100
) | B [ obdr.exteralsystem.obpm.notfication.mcb New z;"cﬂa"‘;‘; obdx_cluster | Global 100 _|
()| & ppyobé externalsystem.ubs.notfication.mlb New z;‘h’(ﬂaf:n obdx_cluster | Global 100
) | pobexextoystem.domain(18.2.02.0,358) actve Ubrary | AAseren | iopat 0
| apyobecthirdparty.app.domain(18.2.0.2.0,355) actve Ubrary | ATERSEE | Global 0
) @esacstonz 0122 Actne oy | AT | o 100 7
[ [ upyodl-clickhistory.webapp(1.0,12.2.1) Active Library Ss;“x"'flirs‘g' Global 100
PR, P — -




Change in Weblogic Deployments

nt-ob X 4 - X

Delete Application A

<« X @ Netsecure | mum00afd:14001/consolefconsole.portal?AppApplicationUninstallPortletreturnTo=AppDeploymentsControlPage&AppDeployme... % @ O (-]

[y View Statement QBDX162 [3 Buglia elive (@ Webex

ORACLE WebLogic arver st caro 2 s o

@ Home Log Out Preferences [&] Record Help Q Welcome, w:bloqic‘(unmsded to: obdx_domain

183 Ora

Central JIRA T Ksu Ksupp Origination 18181

Change Center

(CSauthenticator >Broviders >IDCSAuthenticator >Providers >Summary of Environment >Summary of Servers >0BDX_M51 >Summary of Deployments

Home >myraaim >Providers

View changes and restarts
No pending changes exist. Click the Release Delete Application Assistant
Configuration button to allow others to edit the

Yes | |Ne
Lock & Edit
Delete Deployments.
Release Configuration
You have selected the folloving deployments to be remeved from this domain canfiguration. Click ‘Yes'to continue, or o' to cancel
Domain Structure « obdx.apprestidm

obéx_domain
~Damain Partitions

Security Realms
- Interoperability
~Diagnostics

How do L... =]

+ Install an enterprise application

o Start and stop 2 deployed enterprise
application

= Configure an et

prise pplication
* Create a deployment plan

« Target an enterprise application to a server
instance

iting for mum0Qafd.

Assistant

X @ Notsecure | mum0Qafd:14001/console/console.portal? AppApplicationinstallPortlet_actionOverride=/cam/bea/console/actions

Apps [) View Statement 1203 ©0BDX162 [} Buglia § Central JIRA 17.1 Ksup Origination 1818& 182 183
ORACLE' webLogic Server Administration Console 12¢
P @ Home Log Out Preferences & Record Help Q Welcome, w:blogic‘(urm:ded to: obdx_domai

View changes and restarts Home >myrealm »Providers >DCSAuthenticator >Providers >IBCSAuthenticator »Providers Summary of Environment »Summary of Servers >0BDX_MS1 > Summary of Deployments

Messages
No pending changes exist, Click the Release i )
Configuration button to allow others to edit the o The file obdx.app.rest.ear has been uploaded successfully te / X /s pl
e Install Application Assistant
Release Configuration Back| [Next ‘ Finish ‘ Gancel
Domain Structure L to install and prepa
obdx_domain Select the file path that represents the application root directory, archive file, exploded archive directary, or application module descriptor that you want to install. You can also enter the path of the application
-Domain Parttions directory or fil in the Path field.

Note: Only valid file paths are displayed below. If you cannot find your deployment files, Upload your file(s) and/or confirm that your application contains the required deployment descriptors.

~Security Realms Path: i _domai app.rest.earlapp app rest.ear
B-Interoperability Recently Used Paths: obd_¢ ap
- Diagnostics P .
frame s _doriseres) j ey
fobdx_e bs.notification.mdb.
Current Location: mumd0afd / home / devops / domain / obdx_domain / servers / AdminServer ] upload | obdx.app.rest.ear | app

obdx.app.rest.ear

How do L.. 8| | [Back] [Next] | [Fiish] | [Gancer

« Start and stop a deployed enterprise
application

» Configure an enterprise application
+ Creste a deployment plan

+ Target an enterprise application to 3 server
instance

+ Test the modules in an enterprise application

Waiting for mum00afd.

Home



Create Client Applications for Internal OBDX Apps in IDCS Console

11. Create Client Applications for Internal OBDX Apps
in IDCS Console

Client applications need to be created for below Internal applications.
e Mobile App
e  Siri Chatbot
e  Snapshot

e  Wearable

§@ Identity Cloud Service x  + = X
<« C @ https//obdx-tenant01.identity.c9dev0.oc9gadev.com/ui/v1/adminconscle?root=apps&lapp=add-CustomWebAppTemplatel, * 0 0 Q e :
2 Apps  [Y View Statement 1203 0BDX162 [J Buglim W CentralJRA 17.1 Ksupp 17.2 Ksupp Origination 1818182 183 Oraclelive Q) Webex

= ',, Identity Cloud Service @

Add Confidential Application

Cance ®

Details Client

App Details

Enter 125 or fewer characters

* Name OBDX'BZ‘HS'EHEV’MOBAPH



Create Client Applications for Internal OBDX Apps in IDCS Console

@ Identity Cloud Service x o+ - X
& 5 € @ nhtips//obdx-tenant01.identity.codev0.0coqadev.com/ui/v1 L P % 00 0@ a6 = 6 :
B Apps [ ViewStstement [1 1203 [] OBDX162 [3 Buglia § CentralJRA [] T71Ksupp [ 172Ksupp [ Origination [0 1818182 [1 183 [ Oraclelive (Q) Webex
Add Confidential Application

@) [ ] Next >

< Back
Details Client Resources Web Tier Policy Authorization

® Configure this application as a client now ) Skip for later

Autharization
Allowed Grant Types @ Resource Owner [ Client Credentials () JWT Assertion [ SAMLZ Assertion @ Refresh Token [ Autnorization Code
O Implicit [ Device Code
Allow non-HTTPS URLs
Redirect URL
Logout URL
Post Logout Redirect URL
Security DTrusted Client  Certificate | Import
Allowed Operatians Introspect [ On behalf Of
4% Identity Cloud Service X+ - X

pp * 00 0@as= 6

Apps [) ViewStatement [ 1203 [] OBDX162 [} Buglim  CentralJRA [ 17.1Ksupp [ 172Ksupp [ Origination [] 1818&182 [] 183 [] Oraclelive (Q Webex

Add Confidential Application

@] O [ ] Next

Details Client Resources Wehb Tier Policy Authorization

& > C & hitps//obdx-tenant0t identity.c9devD.ocdgadev.com/ui/vi

< Back

Expose APIs to Other Applications
Specify the APIs that need to be protected.

® Configure this application as a resource server now O Skip for later

Configure application APIs that need to be OAuth protected
Access Token Expiration 3,600 v A seconds

Is Refresh Token Allowed
Refresh Token Expiration ' 604,800 V¥ A seconds
Primary Audience  OBDX182InstallerMOBAPP
Secondary Audiences Add
Protected

Secondary Audience

No data to display.




Create Client Applications for Internal OBDX Apps in IDCS Console

@ Identity Cloud Service x o+ - X

¢ > C @ mp tenant01.i /0.0c9gadev.com/ui/v1 PP * 00 0Q@a= 6
Apps [) ViewStatement [| 1203 [ 0BDX162 [ Bugira & CenwalJRA [ T71Ksupe [] 172Ksupe [| Onigmston [ 181&182 [1 183 [ Oraclelive (Q Wabex

= a Identity Cloud Service @

Add Confidential Application

< Back 0] Q O [ ] Next >

Details Client Resources Web Tier Policy Authorization

Web Tier Policy

Use this page to configure, edit. and validate a web tier policy. Additionally. you can import and export existing policies.

© Configure Web Tier Policy for this application ~ ®  Skip for later

»

@ Identity Cloud Service X+ =

€ > C & httpsy//obdx-tenant01.identity.c9dev0.oc9qadev.com/uiful pp # 0900 Q@@= 6

Apps [) ViewStatement [ 1203 [] OBDX162 [3 Buglia ¥ CentrallRA [ 171Ksupp [ 172Ksupp [] Origination [ 1818&182 [} 183 [l Oraclelive Q) Webex

=2 Identity Cloud Service @

Add Confidential Application
< Back O O O (o] ®

Details Client Resources Web Tier Policy Authorization

Authorization

Enforce Grants as Authorization




Create Client Applications for Internal OBDX Apps in IDCS Console

Application Added

Below is the new Client ID and Client Secret for your application.

This information also appears on the Configuration tab in the Details section for
the application.

Client ID

Client Secret &

Glossary of parameters:

<client_id_of SNAPSHOT _client> Client Id of Snapshot app created in IDCS

<client_id_of MobileApp_client> Client I1d of Mobile app created in IDCS
created above

<client_id_of_SIRICHATBOT_client> | Client Id of Siri chatbot app created in IDCS

<client_id_of WEARABLE_client> Client Id of Wearable app created in IDCS

% Identity Cloud Service | Details %~ +

& > C @ tenant01.identitycSdev0.oc9qad ifvt fadmi 5 160c1d975 # 00 00Qa= | 6 :

2 Apps [ View Statement 1203 08DX162 [J Buglim § Central JIRA 17.1 Ksupp 17.2 Ksupp Origination 1818182 183 Oracle Live Q) Webex

Applications > OBDX182InstallerMOBAPP

OBDX182InstallerMOBAPP & et | X ferre

Details | Configuration ~ Web Tier Policy ~ Users  Groups

App Details

Application Type Confidential Application
* Name OBDX182InstallerMOBAPP

Description

Application Icon m

Upload

8. Click Activate button.

Similarly, do the same for the rest.




Database Scripts (to be executed after day0 scripts)

12. Database Scripts (to be executed after dayO
Scripts)

Replace below parameters in database scripts with appropriate values as per glossary.
<tenant-base-url>

<client_id_of SNAPSHOT client>

<client_id_of MobileApp_client>

<client_id_of SIRICHATBOT _client>

<client_id_of WEARABLE_client>

Insert into DIGX_FW_CONFIG_ALL_B
(PROP_ID,CATEGORY_ID,PROP_VALUE,FACTORY_SHIPPED_FLAG,PROP_COMMENTS,S
UMMARY_TEXT,CREATED_BY,CREATION_DATE,LAST_UPDATED_BY,LAST_UPDATED_D
ATE,OBJECT_STATUS,OBJECT_VERSION_NUMBER,EDITABLE,CATEGORY_DESCRIPTIO
N) values ('POLICY_STORE_UTIL','SecurityConstants','IGF','N',null,'Security
Constant','ofssuser',sysdate,'ofssuser’,sysdate,"Y',1,'N',null);

update DIGX_FW_CONFIG_ALL_B set prop_value =
'ipm1.0,0RACLEBI12.2.1.2,GENERICL1.0,IDCS18.2.4',SUMMARY_TEXT = "Entry to set
IPM,ORCALE Bl and IDCS at enterprise level' where category_id = 'extxfaceadapterconfig' and
prop_id='01";

Insert into DIGX_FW_CONFIG_VAR_B
(PROP_ID,ENV_ID,PROP_VALUE,FACTORY_SHIPPED_FLAG,PROP_COMMENTS,CREATE
D_BY,CREATION_DATE,LAST_UPDATED_BY,LAST_UPDATED_DATE,OBJECT_STATUS,OB
JECT_VERSION_NUMBER,MODULE,DETERMINANT_VALUE,TYPE,Ul_DEFINITION) values
(HOST_IP_IDCS','OBDX','<tenant-base-url>""Y",'set host IP for IDCS REST
calls','ofssuser',sysdate,'ofssuser’,sysdate,null,null,, OTHERMODULE','OBDX_BU','TXT",'{"title":
"IDCS Host IP" "validator":"","required":false};

Insert into DIGX_FW_CONFIG_VAR_B
(PROP_ID,ENV_ID,PROP_VALUE,FACTORY_SHIPPED_FLAG,PROP_COMMENTS,CREATE
D_BY,CREATION_DATE,LAST_UPDATED_BY,LAST_UPDATED_DATE,OBJECT_STATUS,OB
JECT_VERSION_NUMBER,MODULE,DETERMINANT_VALUE,TYPE,UI_DEFINITION) values
((HOST_PORT_IDCS','OBDX'",'443','Y",'set host Port for IDCS REST calls
''ofssuser’,sysdate,'ofssuser’,sysdate,null,null, OTHERMODULE','OBDX_BU','TXT",{"title": "IDCS
Host Port","validator":"PORT","required":false}");



Database Scripts (to be executed after day0 scripts)

Insert into DIGX_FW_CONFIG_VAR_B
(PROP_ID,ENV_ID,PROP_VALUE,FACTORY_SHIPPED_FLAG,PROP_COMMENTS,CREATE
D_BY,CREATION_DATE,LAST_UPDATED_BY,LAST_UPDATED_DATE,OBJECT_STATUS,O
BJECT_VERSION_NUMBER,MODULE,DETERMINANT_VALUE,TYPE,Ul_DEFINITION)
values ('IDCS_CONNECTION_SCHEME''OBDX, https',"Y",'set host connection scheme for
IDCS REST calls

''ofssuser’,sysdate,'ofssuser',sysdate,null,null,, OTHERMODULE','OBDX_BU','TXT",'{"title":

"IDCS Connection Scheme","validator":"","required":false};

delete from DIGX_UM_PWD_POLICY_ROLE_MAP where PASSWORDPOLICYID in
('0000001','9999999";

delete from DIGX_UM_PWD_POLICY where PASSWORDPOLICYID in ("0000001','9999999";

Update DIGX_FW_ACCESSPOINT set CLIENT_ID ='<client_id_of SNAPSHOT _client>' where
ID ='APSNAPSHOT

Update DIGX_FW_ACCESSPOINT set CLIENT_ID ="<client_id_of MobileApp_client>' where ID
='APMOBAPP";

Update DIGX_FW_ACCESSPOINT set CLIENT_ID ='<client id of SIRICHATBOT client>'
where ID = 'APSIRICHATBOT;

Update DIGX_FW_ACCESSPOINT set CLIENT_ID = '<client id of WEARABLE_client>' where
ID ='APWEARABLE';
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13. Apply Webgate Patch on OHS using OPatch

1. Download the patch from the below link.

https://support.oracle.com/epmos/faces/PatchDetail? adf.ctrl-
state=hyoym65na_9&patch name=28243743&releaseld=600000000073630&patchld=28243743
&languageld=0&platformld=226& afrLoop=441568515075199

2. Run below commands on webgate installation.

[devops@obdxohs ~]$ export ORACLE_HOME=<oracle-home-path>

Eg. export ORACLE_HOME=/home/devops/Oracle/Middleware/Oracle_Home/

[devops@obdxohs ~]$ export PATH=$PATH:<oracle-home-path>/OPatch/

Eg. export PATH=$PATH:/home/devops/Oracle/Middleware/Oracle_Home/OPatch/

[devops@obdxohs ~]$ opatch Isinventory -jre <jre-path>

Eg. opatch Isinventory -jre
/home/devops/Oracle/Middleware/Oracle_Home/oracle_common/jdk/jre/

[devops@obdxohs ~]$ cd <local-patch-path>

Eg. cd /scratch/obdx/ohs/p28243743_122130_Linux-x86-64/28243743/

[devops@obdxohs 28243743]$ opatch apply


https://support.oracle.com/epmos/faces/PatchDetail?_adf.ctrl-state=hyoym65na_9&patch_name=28243743&releaseId=600000000073630&patchId=28243743&languageId=0&platformId=226&_afrLoop=441568515075199
https://support.oracle.com/epmos/faces/PatchDetail?_adf.ctrl-state=hyoym65na_9&patch_name=28243743&releaseId=600000000073630&patchId=28243743&languageId=0&platformId=226&_afrLoop=441568515075199
https://support.oracle.com/epmos/faces/PatchDetail?_adf.ctrl-state=hyoym65na_9&patch_name=28243743&releaseId=600000000073630&patchId=28243743&languageId=0&platformId=226&_afrLoop=441568515075199
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£P @obdvohs;/scratch/obd/ohs/Setup/28243743 X
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14. cloud.config

1. Go to this location <ohs-domain-
path>/config/fmwconfig/components/OHS/instances/ohs1/webgate/config/

Eg.

/home/devops/Oracle/Middleware/Oracle_Home/user_projects/domains/base_domain/config/
fmwconfig/components/OHS/instances/ohs1/webgate/config/

CREATE THE FOLLOWING FILE NAMED as cloud.config:

2. Replace below parameters in file:
<webserver_host_name>

<webserver_port>

{
"cloudgateConfig":{

"bootstrap":{
"callbackPrefix":"<connection scheme>://<webserver host name>:<webserv
er port>/oauth/callback",
"externalIdUrl":"https://<tenant-base-url>",
"refresh_token":false

¥

"rest":{
"httpsVerifyHost":false,
"httpsVerifyServer":false,
"httpsCertAuthFile":"",
"httpsCrlFile":""

}

}
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15. cloud.policy

Go to this location <ohs-domain-
path>/config/fmwconfig/components/OHS/instances/ohs1/webgate/config/

E.g..
/home/devops/Oracle/Middleware/Oracle_Home/user_projects/domains/base_domain/co
nfig/fmwconfig/components/OHS/instances/ohs1/webgate/config/

CREATE THE FOLLOWING FILE NAMED as cloud.policy:

1. Replace below parameter.

<allowed_scope_name_of_scope_protected_in_OBDX_Client_App>



cloud.policy

"cloudgatePolicy"{
"webtierPolicy":[
{
"policyName":"default",
"resourceFilters":[
{

"comment":"Test Application OAuth+Logout Filter",
"type":"text",
"filter":"/logout",
"method":"oauth+logout"

3
{
"comment":"Test Application Public Filter",
"type":"regex”,
“filter":"/*.js",
"method":"anonymous",
"headers":[
{
"PolicyName":"$request.policy_name"
h
{
"PolicyResourceMatched":"$request.policy_res"
}
]
h
{
"comment":"Test Application OAuth Filter",
"type":"regex",
"filter":"/pages/*",
"method":"oauth",
"authorize":true,
"scope":"<allowed scope name_of protected in_OBDX_Client_App> openid",
"idcsscope”:"protected openid”,
"headers":[
"UserName":"$subject.user.name"
h
{
"PrimaryEmail":"$subject.user.emails"”
h
{
"PolicyName":"$request.policy_name"
h
{
"PolicyResourceMatched":"$request.policy_res"
}
]
h
{
"comment":"Test Application Public Filter",
"type":"regex",
"filter":"/**"

"method":"anonymous",
"headers":[

{



cloud.policy

"PolicyName":"$request.policy name"

¥
{

}

"PolicyResourceMatched": "$request.policy res"
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16. CWallet configuration

[devops@obdxohs ~]$ mkdir <ohs-domain-
path>/config/fmwconfig/components/OHS/instances/ohs1/webgate/config/cwg_wallet

Eg. mkdir
/home/devops/Oracle/Middleware/Oracle_Home/user_projects/domains/base_domain/config/fmw
config/components/OHS/instances/ohs1/webgate/config/cwg_wallet

[devops@obdxohs ~]$ cd <oracle-home-path>/oracle_common/bin/

[devops@obdxohs bin]$ ./orapki wallet create -wallet <ohs-domain-
path>/config/fmwconfig/components/OHS/instances/ohs1/webgate/config/cwg_wallet -auto_login

Eg. .Jorapki wallet create -wallet
/home/devops/Oracle/Middleware/Oracle_Home/user_projects/domains/base_domain/config/fmw
config/components/OHS/instances/ohs1/webgate/config/cwg_wallet -auto_login

You will be asked to create wallet password here.

I i~/ Oracle. foracle ¢ 7 - x
g~

[devops@obdxohs bin]$ export JAVA_HOME=<|re-path>

Eg. export JAVA_HOME=/home/devops/Oracle/Middleware/Oracle_Home/oracle_common/jdk/jre



CWallet configuration

[devops@obdxohs bin]$ ./mkstore -wrl <ohs-domain-
path>/config/fmwconfig/components/OHS/instances/ohs1/webgate/config/cwg_wallet -
createUserCredential CWG id_secret_key <client-id> <client-secret>

Eg. ./mkstore -wrl
/home/devops/Oracle/Middleware/Oracle_Home/user_projects/domains/base_domain/config/fmw
config/components/OHS/instances/ohs1/webgate/config/cwg_wallet -createUserCredential CWG
id_secret_key <client-id> <client-secret>

=) / p P B x
cri) fig/fmwcon =b

<passphrase> is the password phrase used for encryption. Enter a passphrase in below
command and execute it.

[root@obdxohs devops]# openssl enc -aes-128-chc -k "<passphrase>" -P -md sha256
salt=4EBB2F22640F225F
key=701593B3EDEQ7C37FD0O9ECB532F7EQES

iv =E5D3D73CED2C624900F952C05BC73A6E

[devops@obdxohs bin]$ ./mkstore -wrl <ohs-domain-
path>/config/fmwconfig/components/OHS/instances/ohs1/webgate/config/cwg_wallet -
createUserCredential CWG enc_key enc <key>

Eg. ./mkstore -wrl
/home/devops/Oracle/Middleware/Oracle_Home/user_projects/domains/base_domain/config/fmw
config/components/OHS/instances/ohs1/webgate/config/cwg_wallet -createUserCredential CWG
enc_key enc <key>

Please enter the wallet password given above.



CWallet configuration

[devops@obdxohs bin]$ ./orapki wallet display -wallet <ohs-domain-
path>/config/fmwconfig/components/OHS/instances/ohs1/webgate/config/cwg_wallet

Eg. ./orapki wallet display -wallet
/home/devops/Oracle/Middleware/Oracle_Home/user_projects/domains/base_domain/config/fmw

config/components/OHS/instances/ohs1/webgate/config/cwg_wallet

/oracle_common/bin

4
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17. Enabling webgate in httpd.conf

Go to <ohs-domain-path>/config/fmwconfig/components/OHS/instances/ohs1/

Eg.
/home/devops/Oracle/Middleware/Oracle_Home/user_projects/domains/base_domain/config/fmw
config/components/OHS/instances/ohs1/

UNCOMMENT THE FOLLOWING:

include "webgate.conf"
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18. Change in mod_wl ohs.conf

Go to <ohs-domain-path>/config/fmwconfig/components/OHS/instances/ohs1/

ADD THE FOLLOWING:

<IfModule weblogic_module>
WebLogicHost obdxwls.in.oracle.com
WebLogicPort 12003
Debug ON
WLLogFile /scratch/obdx/ohs/logs/weblogic.log
MatchExpression /digx/*

</IfModule>

<Location /digx>
WLSRequest On
WLProxySSL ON
WLProxySSLPassThrough ON

</Location>
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Ul Changes

19. Ul Changes

19.1 constants.js:

19.2

In Ul deployments, go to channel\framework\js\constants\constants.js file, keep the value of
‘authenticator’ as below.

authenticator: "IDCSAuthenticator"

idcs-config.json:

In Ul deployments, go to channel\json\index\login\idcs-config.json file, put the appropriate values
of OBDX Client Application in IDCS.

e <name of obdx client app in _idcs> is the client application name. Eg. “OBDXClient”

o <client id of obdx client app in _idcs> is clientid of client application. Eg.
“00fal5d18cd147398ca4b53f957a4e3f”

e <client secret of obdx client app in_idcs> is the client secret of client application.
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